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Abstract—Today traceability is a buzz word and it used in several domains like healthcare, food industry and transportation sectors. In 

Information Technology, traceability plays a very important role and it can be defined in various ways, depending on the environment and 

process under consideration. In this paper we build upon a prior body of word to highlight the need in traceability management in general 

and especially its use in large volume of data storage. For big data systems, traceability means knowing where your data are located, how 

information is derived and from which data. Also knowing who should have access to it and for what reasons. 

Index Terms—Big data, data traceability, trace, traceability, traceability management;   

——————————      —————————— 

1 INTRODUCTION                                                                     

RACEABILITY plays an important role in different sec-
tors; in ISO (ISO 9001:2000), it is defined as ―the ability to 
trace the history, application or location of that which is 

under consideration‖. For some people, it is merely a tool to 
keep a history over something important that happened in the 
past. For others, is has no added value to their actual processes 
or product but in fact, it is becoming more and more valued. A 
global traceability uses two techniques in general, backward 
traceability (The tracing) aims to identify the origin and char-
acteristics of a product and descending traceability (The track-
ing) aims to find the location of a product [1]. 

     In food industry, traceability is a well-coordinated and 
well documented movement of product and documented ac-
tivities associated with the product, from producer, through a 
chain of intermediaries, to the final consumer [2]. It is consid-
ered as a mechanism used to keep the history of a row or 
semi-finished unit during manufacturing and until unit is de-
livered. It has a great potential to improve food safety as well 
as to promote consumer protection, by providing quality in-
formation [3].  

In healthcare, traceability is becoming increasingly im-
portant to pharmaceutical, biotechnology and medical device 
companies, it also introduces the technology aspect to manage 
the clinical information system and to be more effective to 
consider the basic principles of how data, information and 
knowledge are generated and how these can traced through-
out the lifecycle of a product [4]. Today we talk also about the 
blood traceability like the perfect solution for a safe blood 
transfusion; means the ability to trace each individual unit of 
blood or blood component derived thereof from the donor to 
its final destination [5]. 
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In transportation sectors, traceability is necessary to im-
prove customer satisfaction and to establish a fluent commu-
nication throughout logistics process. It refers to the capability 
for tracing goods along the distribution chain on a barcode or 
series number basis. 

For information technology (IT), traceability plays an im-
portant role in the development and assurance of software 
systems, it helps to assure that an as-build system correctly 
implements all requirements by supporting change impact 
assessment, re-engineering of applications and other critical 
software engineering activities. Requirements traceability 
means the capability to show, follow the life and expiry of the 
requirements are properly designed and well tested [6]. Soft-
ware traceability has long been recognized as an important 
quality of a well-engineered software system defined by the 
Center of Excellence for Software and systems Traceability 
(CoEST). Traceability is successfully implemented in some 
projects within some organizations while the majority of pro-
jects fail to achieve affective traceability or incur excessive 
costs in so doing [7]. Software traceability is an essential ele-
ment of the software development process. 

Today traceability is one of the basic tenets of all software 
safety standards and a key prerequisite for certification of 
software. The traceability research is constantly gaining atten-
tion and in the future it will be a serious research topic. 

This work introduces, in the first section several researches 
that are an important value to data traceability management. 
In the second section, data traceability management for big 
data is exposed. The third section describes our future work as 
a solution will be implemented on Hadoop Environment. 

2 DATA TRACEABILITY MANAGEMENT 

2.1 Software Traceability System 

    According HongWu Bai & al. 2017 [8], the traceability has a 
very important role for farm animals and their products by 
using technologies to manage it and to control it. A traceability 
system is composed of the identification of Traceable Resource 
Units (TRUs), a database that provides needful data with 
TRUs and information flow for associating the TRUs with 
their respective codes by collection and inquiry. 

T 
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In China, Traceability legislation imposes an important de-
velopment for monitoring products evaluation during its pro-
duction, process, storage and distribution; however it is neces-
sary to develop new technologies and realistic approaches in 
order to provide a fundamental traceability system. 

A fundamental traceability system should unify the retroac-
tive protocols and data interfaces in order to link different 
traceability data. Patrick Rempel & Al. on May 2016 are pro-
posing an automated traceability assessment approach called 
TRUST that can be used to assess software traceability [9], it 
consists of four components; Traceability Store, Traceability 
Planner, Traceability Collector and Traceability Assessor. 
TRUST comprise four steps as shown in Figure 1, Planning 
traceability information (A), Collecting traceability data (B), 
Assessing traceability data (C) and reporting assessment re-
sults (D). 

 
 
 
 
 
 
 
 
 
 

 

Fig. 1. Software Traceability Assessment Approach (TRUST) 

In (A) a target state of a traceability implementation is spec-
ified as a reference for assessing the actual state of a project‘s 
traceability, specifying all artifact types, trace link types and 
trace path types that are required to enable all software devel-
opment activities that require traceability. The result of the 
planning step is a traceability information model (TIM). The 
resulting TIM is stored in the Traceability Store. 

In (B), the Traceability Collector collects and parses data 
traceability of a software development and it also stored in the 
Traceability Store. 

In (C) a traceability quality model is proposed to define as-
sessable traceability data properties with respect to the quali-
ties completeness, correctness and appropriateness. Based on 
this model the Traceability Assessor analyzes each traceability 
data property within the Traceability Store for deviations. 

In (D) the Traceability Assessor aggregates the traceability 
assessment results into a report. 

This approach is not limited to specific artifact types and 
can be applied to any software project. 

Software traceability is a required component of many 
software development processes. It is an indispensable tool for 
the success of information system development projects, in 
reality, it is a powerful strategy to ensure and to be able to 
prove what has been requested as a need to verify and vali-
date the exploitation of the developed systems. 

2.2 Requirements Traceability 

On software quality, requirements traceability has been 
recognized as an important quality of a well-engineered sys-

tem. It is broadly recognized as a critical factor for software 
quality according Patrick Rampel and al. 2016 [10], in this re-
search, authors are focusing on the completeness of require-
ments traceability in software projects and how it impacts the 
implementation quality of requirements. A tool was devel-
oped to automatically collect and analyze project specific 
software development artifacts can be used by practitioners to 
automatically calculate their degree of traceability implemen-
tation completeness. The results provide for the first time em-
pirical evidence that improving the degree of traceability 
completeness indeed decreases the defect rate to be expected, 
and thus helps to raise implementation quality of the devel-
oped software. 

Requirement traceability means the links between require-
ments to another requirement and that means also tracking all 
requirements in Software Requirements Specification (SRS) to 
confirm that all requirements are properly designed and well 
tested. 

  According Swathine. K and Al. (January 2017), Software 
have many artifacts, multiple version of artifacts are existing, 
Artifacts are continuously changing and updating regularly, 
which need proper management in order to software work 
properly. Traceability links provide good understanding rela-
tionships between artifacts and it represented by traceability 
matrix [11]. 

Fig. 2. Example of simple Requirements Traceability Matrix (RTM), 

(Opencodez Website). 

 

Requirements traceability is an important mechanism for 
managing verification, validation and change impact analysis 
challenges in system engineering. 

2.3 Traceability Management 

In order to manage and adopt the most appropriate tracea-
bility scheme for the project, we should answer the following 
questions [12]:  

 What information is recorded in the artifact? 

 Who has created or updated the artifact? 

 Who are the potential users of the artifact? 

 What is the source of information (recorded in the 
artifact)? (whether it is policies, telephone calls, 
documents, standards, etc) 
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 How is the information represented? (whether it is 
documented as formal or informal text, or as 
graphics, or documented as audio or video record-
ings) 

 When was the artifact created or modified? 

 Why was the artifact created or updated? 

The traceability links between different artifacts generated 
by different tools have to be stored and maintained. 

Today many enterprises use some techniques and technol-
ogies to manage data traceability in several domains like RFID 
(Radio Frequency Identification), barcodes, ERP (Enterprise 
Resource Planning), etc and in recent years, management 
software vendors have added more features to help facilitate 
traceability. 

3 DATA TRACEABILITY MANAGEMENT FOR BIG DATA 

3.1 Big data and challenges 

Big data is a term that describes the large volume of data     
(structured and unstructured), the term ―big data‖ is being in-
creasingly used almost everywhere on the planet. The concept 
has grown in the early 2000s when expert industry analyst Doug 
Laney articulated the definition of big data as the three Vs: 

 Volume: is the V most associated with big data be-
cause, well, volume can be big. What we're talking 
about here is quantities of data that reach almost 
incomprehensible proportions. Volume refers to 
the incredible amounts of data generated each se-
cond from social media, cell phones, cars, credit 
cards, photographs, video, etc. The vast amounts 
of data have become so large in fact that we can no 
longer store and analyze data using traditional da-
tabase technology. 

 Velocity: refers to the speed at which vast 
amounts of data are being generated, collected 
and analyzed.  Every day the number of emails, 
Social network messages, photos, video clips, etc. 
increases at lighting speeds around the world. 
Every second of every day data is increasing. 

 Variety: is defined as the different types of data 
we can now use.  Data today looks very different 
than data from the past.  We no longer just have 
structured data (name, phone number, address, 
financials, etc) that fits nice and neatly into a data 
table.  Today‘s data is unstructured.  In fact, 80% 
of the entire world‘s data fits into this category, 
including photos, video sequences, social media 
updates, etc.  New and innovative big data tech-
nology is now allowing structured and unstruc-
tured data to be harvested, stored, and used sim-
ultaneously. 

The importance of big data doesn‘t revolve around how 
much data you have, but what you do with it. You can take 
data from any source and analyze it to find answers. 

Today Big Data and the collection of the large volumes of 
data classified, structured and stored, allows to quickly ana-

lyzing it to propose more intelligent decisions to evolutions. 
Indeed, to have some flexible systems, reconfigurable and 

adaptable to the changes requested, traceability plays a very 
important role in order to allow the reuse and the enrichment 
of the models concerning the process modeling of the volumes 
of data. 

The quantity of data that is being stored is not always one 
hundred percent useful. To become useful, specialists must 
sort and clean up data. This process is time consuming and the 
costs are proportional to the volume of data [13]. 

Big data has great potential to produce useful information 
for companies which can benefit the way they manage their 
problems. Big data analysis is becoming indispensable for au-
tomatic discovering of intelligence that is involved in the fre-
quently occurring patterns and hidden rules. These massive 
data sets are too large and complex for humans to effectively 
extract useful information without the aid of computational 
tools.  

3.2 Traceability Management For Big data 

The processing of Big data becomes the center of interest in 
science and industry. 

In 2015, Richard McClatchey and al. are presenting an ap-
proach that has been adopted to provide detailed traceability to 
support research analysis processes in the study of biomarkers 
for Alzheimer‘s disease, but is generically applicable across big 
data medical systems [14]. This study is based on a virtual labora-
tory (N4U VL) which offers neuroscientists tracked access to a 
wide range of datasets, algorithm applications and to computa-
tional resources and services in their studies of biomarkers for 
identifying the onset of Alzheimer‘s disease, and a workflow and 
process tracking system called CRISTAL, that was developed to 
track and manage the evolution of data and workflow usage over 
time in N4U project (see https://neugrid4you.eu). neuGRID is a 
web portal aimed to help neuroscientists do high-throughput 
imaging research, and provide clinical neurologists automated 
diagnostic imaging markers of neurodegenerative diseases for 
individual patient diagnosis. 

The N4U VL is composed of different components as shown 
in the following figure 3: 

Fig. 3. The N4U Virtual Laboratory 
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The N4U Analysis Service provides access to tracked in-
formation (images, pipelines and analysis outcomes) for que-
rying/browsing, visualization, pipeline authoring and execu-
tion. Its Workarea is a facility for users to define new pipelines 
or configure existing pipelines to be run against selected da-
tasets and to be dispatched to conduct analyses. 

CRISTAL captures the provenance data resulting from 
specification and execution of the stages in analysis workflow. 
Its provenance management service also keeps track of the 
origins of the data products generated in an analysis and their 
evolution between different stages of research analysis. 

The final result of completed workflow/pipeline will be 
presented to the user for evaluation. There are further plans to 
enrich the CRISTAL kernel (The data model) to model not 
only data and processes (Products and activities as items) but 
also to model agents and users of the system (whether human 
or computational).  

Researchers require systems that provide traceability of in-
formation through provenance data capture and management 
to support their analyses. 

4 OVERVIEW OF THE PROPOSED TRACEABILITY 

SOLUTION FOR BIG DATA 

After having studied several researches, data has become 
an indispensable part of any domain (Industry, organization, 
Business, etc). Data are collected and analyzed to create in-
formation suitable for making decisions. 

Emerging technologies such as the Hadoop framework and 
MapReduce offer new and exciting ways to process and trans-
form big data defined as complex and unstructured into a 
meaningful knowledge. 

 
4.1 Hadoop 

 Hadoop is an open source software platform for distribut-
ed storage and distributed processing of very large data sets 
on computer clusters built from commodity hardware.  Ha-
doop services provide for data storage, data processing, data 
access, data governance, security, and operations. 

Hadoop was born out of a need to process an avalanche of 
big data. The web was generating more and more information 
on a daily basis, and it was becoming very difficult to index 
over one billion pages of content. 

Fig. 4. Hadoop Architecture 

 
Some of the reasons organizations use Hadoop is its‘ ability 

to store, manage and analyze vast amounts of structured and 
unstructured data quickly, reliably, flexibly and at low-cost. 

 Scalability and Performance – distributed pro-
cessing of data local to each node in a cluster ena-
bles Hadoop to store, manage, process and ana-
lyze data at petabyte scale. 

 Reliability – large computing clusters are prone to 
failure of individual nodes in the cluster. Hadoop 
is fundamentally resilient – when a node fails pro-
cessing is re-directed to the remaining nodes in the 
cluster and data is automatically re-replicated in 
preparation for future node failures. 

 Flexibility – unlike traditional relational database 
management systems, you don‘t have to create 
structured schemas before storing data. You can 
store data in any format, including semi-
structured or unstructured formats, and then 
parse and apply schema to the data when read. 

 Low Cost – unlike proprietary software, Hadoop 
is open source and runs on low-cost commodity 
hardware. 

4.2 MapReduce 

A framework for writing applications that process large 
amounts of data 

MapReduce is the original framework for writing applica-
tions that process large amounts of structured and unstruc-
tured data stored in the Hadoop Distributed File System 
(HDFS). MapReduce is useful for batch processing on tera-
bytes or petabytes of data stored in Apache Hadoop. 

MapReduce is the heart of Hadoop. It is this programming 
paradigm that allows for massive scalability across hundreds 
or thousands of servers in a Hadoop cluster. The MapReduce 
concept is fairly simple to understand for those who are famil-
iar with clustered scale-out data processing solutions. 

 
4.3 Hadoop Distributed File System (HDFS) 

HDFS is a distributed file system that provides high-
performance access to data across Hadoop clusters. Developed 
by Apache Hadoop, HDFS works like a standard distributed 
file system but provides better data throughput and access 
through the MapReduce algorithm, high fault tolerance and 
native support of large data sets. 

When HDFS collects data, the system segments the infor-
mation into multiple blocks and distributes it across multiple 
nodes in the cluster, allowing for parallel processing. The file 
system copies each data brick multiple times and distributes 
the copies on each of the nodes, placing at least one copy on a 
separate server in the cluster. As a result, data stored on failed 
nodes can be found elsewhere in the cluster. Treatment can 
continue despite the failure. 

Because HDFS is written in Java, it has native support for 
Java application programming interfaces (API) for application 
integration and accessibility. It also may be accessed through 
standard Web browsers. 
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4.4 Our Vision 

Depending on the data traceability requirements, the need 
for a solution describing the operations performed on all the 
data by the different systems and actors involved becomes a 
necessity. 

This solution will be based on a set of procedures and activ-
ities involved in planning Big Data architecture as shown in 
figure 5: 

 
 
 
 
 
 
 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5. The proposed traceability management approach  for Big Data 

1. Process and inputs 
 

 Identification of data  

 Localization of data 

 Traceability Service (Mechanism process) 

 Making logs of data (Traces)  

2. Features during the process 
 

 Data Store 

 Data Traceability Evaluation 

 Automatic 

 Real-time 

 Accessible  

 Security 

3. Outputs 
 

 Information about data traceability 

 Information about data to make decision 

 
Data will be identified to know what are sources and also 

who has created it or update it and who will be use it from 
users. 

After the identification, Data will be stored and our mecha-
nism process took information about the localization of data, 
however, the traceability service will play a very important act 
to collect all data knowledge (Type, Format, accessibility, se-
curity, etc.). All that information will be stocked to be evaluat-
ed and verified, and therefore we can have results (Infor-
mation about data traceability) into reports or on a graphical 
user interface let us make best decisions.  

This approach can be applied automatically and in the real-
time.  

 
4.5 Operating Scenario on Hadoop environment 

In Hadoop environment we can configure our proposed 
traceability service with a MapReduce Jobs in a heterogenic 
cluster. 

All information will be identified and stored by using 
HDFS. 

In the cluster, the NameNode have information about data 
(Name of file, Volume, etc.), the DataNode have data them-
selves fragmented into Blocs. 

The idea is to let the Traceability Service add more infor-
mation, according to the requirements and the needs, about 
data by making a new node will called ‗TraceabilityNode‘. 

The TraceabilityNode will be contacted automatically, in 
real-time, by the Traceability Service, and thus data will be to 
stored and evaluated.    

The results (information) will be displayed on a graphical 
user interface (Figure 6). 

Fig. 6. The Operating Scenario of the proposed traceability management for big 

data on Hadoop Environment 
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In the future work, after studying the hadoop architecture, 
we aim to propose an implementation of a service or a system 
that will allow us to query traces via MapReduce operations. 
In order to generalize the solution by proposing a model that 
can be used in any big data project to manage the traceability 
in an intelligent way. 

5. CONCLUSION 

The amounts of data is growing exponentially worldwide 
due to the explosion of social networking sites, media sharing 
sites, news sources, etc. in this paper we discussed about the 
issues and challenges related to data traceability management 
for Big Data like a first step that initiates a set of future steps 
aiming to implement a solution to manage traceability into Big 
Data Systems. 
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